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North Korea
Bruce Klingner

North Korea is a perennial problem in 
Asia because of the regime’s consistently 

provocative behavior and sustained invest-
ment in missile, nuclear, and cyber technol-
ogies that it sees as essential to maintaining 
power domestically and asserting its will in-
ternationally. Though not on the same scale 
as the threat posed by China or Russia, the 
threat that North Korea poses to the stability 
and security of the region and, given its devel-
opments in nuclear weapon delivery systems 
and cyberwarfare capabilities, to the United 
States and U.S. interests is significant.

Pyongyang now has a spectrum of missile 
systems that threaten the continental United 
States as well as U.S. forces and allies in Asia 
with nuclear weapons. On assuming power in 
2011, Kim Jong-un accelerated nuclear and 
missile testing and oversaw an expansive di-
versification of North Korea’s arsenal. New 
weapons overcame the shortcomings of their 
predecessors and now pose a far greater threat 
to allied forces in spite of advancements in 
missile defense systems.

Threats to the Homeland
In 2017, North Korea conducted three suc-

cessful tests of two variants of its road- mobile 
intercontinental ballistic missile (ICBM), 
which “is capable of reaching anywhere in 
the U.S. mainland, according to United States 
Forces Korea’s (USFK) first official assess-
ment of the long-range missile.”1 In its Oc-
tober 2020 parade, North Korea revealed a 
new massive ICBM that may have the ability 

to carry multiple warheads. In January 2021, 
Kim Jong-un declared that North Korea 
was in the final stages of perfecting the guid-
ance technology for multi-warhead missiles.2 
Such missiles, combined with Pyongyang’s 
recently confirmed ability to produce ICBM 
transporter- erector-launchers indigenously, 
risks overwhelming the limited missile defens-
es protecting the American homeland.

North Korea has conducted six nuclear 
tests, including a 2017 test of a much more 
powerful hydrogen bomb with an explosive 
yield approximately 10 times those of the Hi-
roshima and Nagasaki atomic bombs of World 
War II. In 2017, the U.S. Intelligence Commu-
nity assessed that Pyongyang may have pro-
duced 30–60 warheads3 and can create enough 
fissile material for at least seven and as many 
as 12 warheads per year.4 By 2027, North Korea 
could have 200 nuclear weapons and several 
dozen ICBMs.5

Pyongyang has created a new generation of 
advanced mobile missiles that are more accu-
rate, survivable, and capable of evading allied 
missile defenses. Pyongyang’s evolving nuclear 
and missile forces increasingly give the regime 
the ability to conduct a surprise preemptive 
first-strike, retaliatory second-strike, and bat-
tlefield counterforce attacks.

In 2016 and 2017, North Korea successfully 
test-launched the Hwasong 12 intermediate- 
range ballistic missile, which can target 
critical U.S. bases in Guam, and both the 
Pukguksong-2 road-mobile medium-range 
ballistic missile and the Pukguksong-1 
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submarine-launched ballistic missile (SLB-
M).6 In 2019, North Korea conducted 26 mis-
sile launches, its highest-ever number of an-
nual violations of U.N. resolutions. In March 
2020, Pyongyang conducted another nine 
short-range missile launches, all of which 
were violations of U.N. resolutions.

In 2019, the regime unveiled five new short-
range missile systems threatening South Korea, 
including a 400mm multiple rocket launch-
er (MRL); the KN-23 maneuverable missile, 
which is similar to the Russian Iskander; the 
KN-24 missile, which is similar to the U.S. Ar-
my’s ATACMS; the KN-25 600mm MRL; and 
the Pukguksong-3 SLBM. The enhanced ac-
curacy of these systems enables North Korea 
to accomplish counterforce operations with 
fewer missiles.

The KN-18 and KN-21 Scud variants have 
maneuverable reentry vehicles, and the KN-23’s 
flight profile showed evasive characteristics in-
stead of a typical ballistic parabola. The KN-23 
was flown at depressed trajectories, potential-
ly between the upper reach of Patriot missiles 
and below the minimum intercept altitude for 
Terminal High Altitude Area Defense (THAAD), 
with a final pull-up maneuver that provides a 
steep terminal descent,7 revealing that North 
Korea has studied U.S. and South Korean defen-
sive systems in order to gain a military advan-
tage with weapons that exploit gaps in coverage. 
The KN-23 could also be used in a first strike 
against leadership, hardened command and 
control, or high-value military targets.

North Korea has successfully tested the 
Pukguksong-1 (KN-11) and Pukguksong-3 (KN-
26) SLBMs, which could target South Korea 
and Japan, potentially with a nuclear warhead. 
In its October 2020 and January 2021 parades, 
North Korea revealed the Pukguksong-4 and 
Pukguksong-5 SLBM missiles.

South Korea does not currently have de-
fenses against SLBMs. Because the THAAD 
ballistic missile defense (BMD) system radar 
is limited to a 120-degree view that is directed 
toward North Korea, it cannot protect against 
SLBMs arriving from either the East or West 
Seas.8 The SM-2 missile currently deployed on 

South Korean destroyers provides protection 
only against anti-ship missiles.

In June 2018, President Donald Trump met 
with Kim Jong-un in Singapore and subse-
quently declared that “there is no longer a nu-
clear threat from North Korea” and that “total 
denuclearization…has already started taking 
place.”9 Secretary of State Michael Pompeo re-
peatedly claimed that North Korean leader Kim 
Jong-un had accepted U.N.-mandated complete, 
verifiable, and irreversible dismantling of his 
nuclear, missile, and biological and chemical 
weapons (BCW) programs. However, during the 
February 2019 Trump–Kim summit, it became 
clear that Kim had not agreed to do so and that 
the two sides still did not even have a common 
definition of “denuclearization” or what consti-
tutes the Korean Peninsula. After October 2019, 
working-level diplomatic meetings collapsed, 
and North Korea rejected any further dialogue.

Despite three U.S.–North Korea summit 
meetings, there was no progress on denuclear-
ization during the Trump Administration and 
no decrease in North Korea’s weapons of mass 
destruction (WMD) arsenal or production capa-
bilities. Pyongyang continued to increase its pro-
duction of fissile material for nuclear weapons, 
and satellite imagery showed upgrades to mis-
sile, reentry vehicle, missile launcher, and nu-
clear weapon production facilities.10 The Intel-
ligence Community assessed that North Korea 

“is unlikely to give up all of its WMD stockpiles, 
delivery systems, and production capabilities.”11

Threat of Regional War
In addition to its nuclear and missile forces, 

North Korea has approximately 1 million people 
in its military and reserves numbering several 
million more. Pyongyang has forward-deployed 
70 percent of its ground forces, 60 percent of na-
val forces, and 40 percent of naval forces south 
of the Pyongyang–Wonsan line. South Korea 
assesses that North Korean forces “maintain a 
readiness posture capable of carrying out a sur-
prise attack on the South at any time.”12 

The April 2018 inter-Korean summit led to 
bilateral pledges of nonaggression and mutu-
al force reduction. Similar pledges were also 
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contained in the 1972, 1992, 2000, and 2007 
joint statements, all of which Pyongyang sub-
sequently violated or abrogated. None of those 
pledges prevented North Korea from conduct-
ing provocations, attempted assassinations of 
South Korea’s president, terrorist acts, military 
and cyberattacks, and acts of war.

In September 2018, the two Koreas signed 
a Comprehensive Military Agreement to ease 
military tension and build confidence. The 
agreement sought to reduce the danger that 
inadvertent tactical military clashes along 
the Demilitarized Zone (DMZ) might escalate 
to larger strategic conflicts. However, static 

defensive positions like fixed concrete bun-
kers and minefields are not threatening and 
have never been the source of military clashes 
on the peninsula. Rather, the greatest danger 
arises from the forward, offensively oriented 
disposition of North Korea’s forces and the re-
gime’s history of making threats and initiating 
hostilities. The confidence-building measures 
implemented to date have not reduced North 
Korea’s tactical or strategic conventional mil-
itary threat to South Korea, nor do they repre-
sent progress in denuclearization.

Due to a predicted shortfall in 18-year-
old conscripts, South Korea initiated a 
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comprehensive defense reform strategy to 
transform its military into a smaller but more 
capable force to deal with the North Korean 
threat. Overall, South Korean military man-
power will be reduced approximately 25 per-
cent, from 681,000 to a planned goal of 500,000. 
As of 2020, the South Korean military had a 
total strength of 550,000: 420,000 in the army, 
70,000 in the navy, and 65,000 in the air force.13 
Seoul planned to compensate for decreased 
troop levels by procuring advanced fighter 
and surveillance aircraft, naval platforms, and 
ground combat vehicles.14

That North Korea’s conventional forces are 
a very real threat to South Korea was vividly 
demonstrated by two deadly attacks on South 
Korea in 2010. In March, a North Korean sub-
marine sank the South Korean naval corvette 
Cheonan in South Korean waters, killing 46 
sailors. In November, North Korean artil-
lery shelled Yeonpyeong Island, killing four 
South Koreans.

Since the North Korean military is equipped 
predominantly with older ground force equip-
ment, Pyongyang has prioritized deployment 
of strong asymmetric capabilities that include 
special operations forces, long-range artillery, 
and missiles. North Korea has deployed hun-
dreds of short-range ballistic missiles that can 
target all of South Korea with explosive, chem-
ical, and biological warheads. The land and sea 
borders between North and South Korea re-
main unsettled, heavily armed, and subject to 
occasional, limited armed conflict.

North Korean forces arrayed against Amer-
ican allies South Korea and Japan are substan-
tial, and North Korea’s history of provocation 
is a consistent indicator of its intent to achieve 
its political objectives by at least the threat of 
force. After assuming power, Kim Jong-un di-
rected the North Korean military to develop a 
new war plan to invade and occupy South Ko-
rea within a week using asymmetric capabili-
ties including nuclear weapons.15 North Korea 
has conducted several missile exercises and 
has subsequently announced that they were 
practice drills for preemptive nuclear attacks 
on South Korea and Japan.16

Threats to the Commons
Pyongyang has developed an advanced cy-

berwarfare prowess that is surpassed by that 
of few other nations. From initial rudimentary 
distributed denial-of-service (DDoS) attacks 
against South Korea, the regime has improved 
its cyber programs to create a robust and global 
array of disruptive military, financial, and es-
pionage capabilities.

North Korea leader Kim Jong-un declared 
that cyber warfare is a “magic weapon”17 and an 

“all-purpose sword that guarantees the North 
Korean People’s Armed Forces ruthless strik-
ing capability, along with nuclear weapons and 
missiles.”18 In the run-up to a crisis or as an al-
ternative to kinetic strikes, the regime could 
conduct cyberattacks on government and ci-
vilian computer networks controlling commu-
nications, finances, and infrastructure such as 
power plants and electrical grids.

As its cyber proficiencies have evolved, 
Pyongyang has implemented ever more so-
phisticated techniques and prioritized finan-
cial targets to evade international sanctions 
and increase its ability to finance its nuclear 
and missile programs. Pyongyang has con-
ducted cyber guerrilla warfare to steal classi-
fied military secrets in addition to absconding 
with billions of dollars in money and cyber 
currency, holding computer systems hostage, 
and inflicting extensive damage on com-
puter networks.

To the extent that the cyber domain is 
a “global commons” used by all people and 
countries, North Korea’s investment in and 
exploitation of cyberwarfare capabilities pres-
ents a very real threat in this domain.

Conclusion
The North Korean military poses a securi-

ty challenge for American allies South Korea 
and Japan, as well as for U.S. bases in those 
countries and Guam. North Korean officials 
are belligerent toward the United States, often 
issuing military and diplomatic threats. Pyong-
yang has also engaged in a range of provocative 
behavior, including nuclear and missile tests 
and tactical-level attacks on South Korea.
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North Korea has used its missile and nucle-
ar tests to enhance its prestige and importance 
domestically, regionally, and globally and to 
extract various concessions from the United 
States in negotiations over its nuclear program 
and various aid packages. Such developments 
also improve North Korea’s military posture. 
U.S. and allied intelligence agencies assess 
that Pyongyang has already achieved warhead 

miniaturization, the ability to place nuclear 
weapons on its medium-range missiles, and 
the capability to reach the continental United 
States with a missile.

This Index assesses the overall threat from 
North Korea, considering the range of contin-
gencies, as “testing” for level of provocative 
behavior and “gathering” for level of capability.

Threats: North Korea
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